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OVERVIEW

• Background 

• Cyber crimes

• Cyber Security

• Cyber forensics 

• Conclusions
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INFORMATION REVOLUTION

Computer       +    Communication

(computation)             (Transfer)

is

INFORMATION TECHNOLOGY

Network

Basis of

DIGITAL CONVERGENCE



STATS ON ELECTRONICALLY STORED INFORMATION (ESI)

• 95% of all information is generated in digital 

form.

• Most electronic documents are never created 

as hard copy

• Information can be compressed

• Information is readily and frequently replicated.
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Life  e-Fixed

•e-REVOLUTION

e- BUSINESS

e- COMMERCE

e- GOVERNANCE

e- SECURITY

e- THIEVES

FUTURE MAY BE  M-THIEVES

e-INVESTIGATOR

e-CREATE

e-COLLATE

e-COLLABORATE

e-INVESTIGATE







VICTIM ORGANISATIONS 



Cyber Crimes-India (NCRB STAT)





MALWARE INFECTION TRENDS

• STUXNET
• DISCOVERED IN MID JUNE 2010 BY A SECURITY

COMPANY VIRUS BLOKADA.

• IT TARGETS SIEMENS INDUSTRIAL SYSTEMS AND

EQUIPMENTS RUNNING MICROSOFT WINDOWS LIKE

SCADA (SUPERVISORY CONTROL AND DATA

ACQUISITION )SYSTEMS.

• FIRST TO TAKE THE PAY LOAD TO INFECT THE

INDUSTRIAL CONTROL SYSTEMS (ICS),

PLC’S(PROGRAMMABLE LOGIC CONTROLS).

• SPREAD THRU REMOVABLE DRIVES LIKE USB FLASH

DRIVES

• IRAN IS THE WORST AFFECTED COUNRY.

• DEMO OF INFECTION.



RANSOMWARE ATTACK







Phishing – The Identity Theft

• The process of tricking or socially engineering
organizations customers into imparting their
confidential/personal information for
nefarious use.

• "In the last year, phishing attacks targeted 57
million Internet users.On average, three to
five percent of all individuals who received a
phishing e-mail fell victim to the fraud."
(Source: Verisign, June 28, 2004)

http://www.dfn-cert.de/eng/pre99papers/certbib.html#[Wack 1991]


Phishing attacks

• Fake e-mails

• Key loggers

• Screen grabbing softwares

• Fake websites

• Job offer sites

• Man in the middle attack etc,.



INFORMATION SECURITY
• TO BUILD A COMPLETE SECURE SYSTEM  - A  MYTH 

• INFORMATION SECURITY - PROACTIVE Vs REACTIVE

• OS are hardened, FIREWALLS, IDS/IPS’s, HONEYPOTS,, Security polices & 
procedures (compliance)

• Detection process should be more mature than defence mechanisms where 
securing 100%  is impossible. The fear of detection is more deterrent than the 
challenge of prevention.

• As the technology continues to change, organizations must take steps to 
understand the related risks  that will  evolve with technology.

Risk accepted by one, imposed on all



Technological Progress

Albert Einstein said “Technological 

progress is like an axe in the hands of 

a pathological criminal.”

“Security is not a one-time activity 

but rather a continuous, risk 
managed process,”

- ISAlliance Executive Director Dave McCurdy.
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Incident Response Methodology 

(PDCAERF)

Preparation Detection Containment Analysis Eradication Recovery Follow-up

Feed Back

Digital Forensics/Evidence Management



MAJOR PROBLEM ?

LINKING THE CRIME TO 
THE CRIMINAL

PHYSICAL 

WORLD
VIRTUAL WORLD



THE SOLUTION

DIGITAL FORENSICS

Findings the needle in the 

haystack, locate and recover 

digitally based evidence



Definition of Forensics Science 

▪ Forensic science is “the Application of physical sciences to law in the
search for truth in civil, criminal and social behavioral matters to the 
end that injustice shall not be done to any member of society” (Source: 

Handbook of Forensic Pathology College of American Pathologists 1990).

▪ Forensic science is “the application of scientific techniques and 
principles to provide evidence to legal or related investigations and 
determinations” (Forensic science : an encyclopedia of history, methods, 

and techniques, 2006)

▪ Aim: 

▪ determining the evidential value of crime scene and related evidence



WHAT IS DIGITAL EVIDENCE?

• DIGITAL EVIDENCE IS ANY INFORMATION OF PROBATIVE
VALUE THAT IS EITHER STORED OR TRANSMITTED IN A
BINARY FORM” (SWG)

• DIGITAL EVIDENCE INCLUDES COMPUTER EVIDENCE,
DIGITAL AUDIO, DIGITAL VIDEO, CELL PHONES, USBs, MSDs,
DVDs, CDs ETC.……..ALL DIGITAL, BUT WITH DIFFERENT
OUTPUTS.





Notification As per IT Act (Amendment) 2008
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CFSL, HYDERABAD NOTIFIED AS EXAMINER OF 

ELECTRONIC EVIDENCE ON 28TH MARCH 2018.



Data Integrity

Free from Contamination

Full Documentation 

Scientific Methodology

Cyber Forensics

Examination

Cyber Forensic Principles





THE CYBER  FORENSIC PROCESS

• FOUR STAGES

• ACQUIRE

• AUTHENTICATE

• ANALYZE

• DOCUMENT

• PRESENTATION



ACQUIRE (1st Stage)

Portable

Server

Target

Computer

• A TRUE MIRROR IMAGE 
IS A SECTOR BY 
SECTOR COPY OF EVERY 
SECTOR OF THE 
ORIGINAL MEDIA

• FORENSICALLY SOUND 
MEANS EVERY BIT OR 
BYTE NOT JUST MOST 
OF THE BITS AND 
BYTES.



Collect Volatile Evidence

“Volatile evidence” is evidence that will 

disappear soon, such as information 

about active network connections, or 

the current contents of volatile memory.





MAKE SUSPECT DRIVE READ ONLY

• PREVENT
ACCIDENTAL
WRITES TO THE
SUSPECT HARD
DRIVE USING A
WRITE BLOCKER



The original exhibit

The Government hard 

disk is used to store 

the Image of the 

exhibit HDD

By using Write 

Protection device 

(EnCase FASTBLOC in 

this example,

the original hard disk 

can be free from 

contamination

Exhibit Computer



FORENSIC FALCON AND SOLO 4



Your data 

“iceberg”

The data found by common tools

The additional data found by 
FORENSIC SOFTWARE TOOLS
(Deleted, renamed, hidden, 

difficult to locate.)

Why use Forensic Tools?



Formatted disks

File slack

WHY TO IMAGE



AUTHENTICATION (2nd Stage)

• ONCE IMAGING (DUPLICATION OF 

SUSPECT HARD DISK) IS COMPLETED, IT 

HAS TO BE AUTHENTICATED TO VERIFY 

THAT ALL THE INFORMATION AVAILABLE 

ON THE SUSPECT DISK HAS BEEN COPIED 

OR NOT.  HOW IT IS DONE



AUTHENTICATE

• IS THE DUPLICATE AUTHENTIC ?

• JUSTIFIED WITH HASH VALUE

• ACQUISITION HASH VALUE = 

VERIFICATION HASH

• MD5 HASH VALUE



• HASH ensures integrity of the IMAGE

1234 5678 9879 

5689 7850 6985

8965 2345 9865

4598 3265 4587

9875 6423 5147

3265 8975 6542 

3265 5689 6325

8975 3215 6521

Message Digest 1

(Acquisition Hash) 

1234 5678 9879 

5689 7850 6985

8965 2345 9865

4598 3265 4587

9875 6423 5147

3265 8975 6542 

3265 5689 6325

8975 3215 6521

Message Digest 2

(verification hash)

ALL THIS FOR WHAT ?



ANALYSIS

• EXTRACT, PROCESS, 

INTERPRET

• EXTRACT - MAY PRODUCE 

BINARY 'GUNK' THAT ISN'T 

HUMAN READABLE

• PROCESS - MAKE IT 

HUMANLY READABLE

• INTERPRET - REQUIRES A 

DEEPER UNDERSTANDING 

OF HOW THINGS FIT 

TOGETHER



EVIDENCE SEARCH   – A FEW

• ACTIVE FILES

• DELETED FILES

• SOFTWARE 
APPLICATIONS

• HIDDEN PARTITIONS, 
FILES

• ENCRYPTED FILES

• PASSWORD PROTECTED

• STEGANO FILES

• LOG FILES



UNALLOCATED SPACE

• SPOOL FILES

• TEMPORARY FILES

• E-MAIL FILES

• TEMPORARY INTERNET 
FILES

• INSTALLATION FILES



Why is Slack Space Important?

Unallocated Space
(New Drive)

Allocated Space

Unallocated Space
(After File deletion)

Allocated Space
(Reallocated, new file)

Slack Space

Why isn’t this also slack space?



DELETED DOESN’T MEAN GONE - RECOVERY OF DELETED DATA

• DELETE SIMPLY 
MAKES SPACE 

AVAILABLE AGAIN

• LIBRARY CARD 
CATALOG ANALOGY





CHALLENGES

• INCRESE IN ANTI-FORENSIC TRENDS
• Defilers toolkit

• Evidence eliminator

• Shredding

• Encryption

• Passwords

• Steganography

• ANALYSIS OF TERABYTES OF DATA
• Data mining & dataware housing

• Need intelligent systems to classify data

• MAINFRAME DIGITAL FORENSICS
• Current tools and methodologies mainly provide for 

Windows, Unix/ Linux and Mac.
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“For secure computing environment and adequate trust & 

confidence in electronic transactions ”



“THINK SECURITY” 

“GET SECURE”



QUESTIONS



THANK YOU,

FOR PARTICIPATION AND PATIENCE.

M. KRISHNA
M.Sc, M.Tech(IT),GCIH(SANS), CPE, CHFI, PGDCL

Asstt Director and HoD,

DIGITAL FORENSIC DIVISION,CFSL, HYDERABAD.

Mail: krishforensics@gmail.com

098494 72339 (M)
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